
Blockchain governance
and dispute resolution



Blockchain governance

• Open blockchains
– Organic democracy
– “Code = law”

• Private or “permissioned” blockchains



To win a block: find a valid Nonce

• A valid “nonce” must be discovered by trial-and-error, such 
that the hash function for the entire block begins falls below a
critical value



Blockchain forks
Some occur spontaneously from mining
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Assume two miners solve block 3 at exactly the same time.

Half the community adopts 3a, and the other half adopts 3b.



How does this get resolved?

• Miners gravitate toward whichever chain 
extends itself more quickly

• How quickly does this occur?  What if your 
transaction is in block 3a but not in block 3b?



Wait for six blocks (one hour)?

Source: https://www.buybitcoinworldwide.com/confirmations/



Probability of confirmation
Most recent 10,000 blocks

• +3 100%
• +2 99.99% (1 case)
• +1 72%
• Tied 50%
• -1 40%
• -2 c. 0% (1 case)

Far more chains fall behind 
the “main chain” than get 
ahead of it.

Most of these cases occur due 
to lack of knowledge that a 
block has already been won, a 
consequence of “latency.”

Source: Saleh (2017)



Probability of confirmation
Most recent 10,000 blocks

Source: Saleh (2017)



Blockchain forks
Some occur deliberately
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Soft:

Gradual adoption
Hard:

Mandatory adoption



Hard and soft forks

• A hard fork is a software upgrade.  It changes the rules for 
validating blocks and is not compatible with older software
– Non-upgraded nodes will not recognize new blocks as valid
– A hard fork is therefore mandatory

• In contrast, a soft fork is a software upgrade that is backward 
compatible.
– Non-upgraded nodes will recognize new blocks as valid
– A soft fork may require a minimum rate of adoption (e.g. 51%) to take 

effect



Hard forks can be risky

• Bugs  
– see recent Ethereum upgrade

• Ignorant nodes
• Holdout nodes
• Dissenter nodes

– Ethereum Classic 2016 (15%)
– Bitcoin Cash 2017 (10%)
– Bitcoin Gold 2017 (? %)

– These hard forks may be initiated by a minority
who wish to leave the main chain



Bitcoin Cash hard fork
August 1, 2017



Free money?
No apparent ex dividend effect
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Why not do this again and again?



An overview of Bitcoin forks
https://forkdrop.io/



Bitcoin forks, 2014-present
Prices as of 20 September 2018

Source: https://forkdrop.io/



“Code = law”
Nakamoto’s idea of consumer protection



Code = law?
Why it might be a good idea

• Cost savings
– Better designed software might lead to fewer disputes

• Transparency
• Better security

– In the legacy system, everyone pays a “tax” for consumer protection
• Often an artifact of aggressive regulation that protects the lazy or 

uninformed (e.g. CFPB)
• Reduces freedom of choice
• Prevents the market from deciding upon the optimal amount of consumer 

protection

• Places responsibility on parties to monitor, thereby reducing 
moral hazard problems
– The current system encourages free riding
– Gaming of the dispute resolution occurs frequently



Code = law?
Accidental fees to miners

• On August 28, 2013, a bitcoin user sent a 200 bitcoin fee ($23,518) that 
was processed by ASICMiner

• Solution carried out: complaints on Reddit leading to a purported refund

• On April 25, 2015, a BitGo user, due to a software glitch, accidentally 
sent 85 bitcoins ($19,197) as a mining fee to AntPool

• Solution carried out: complaints on Reddit leading to a refund

• On September 11, 2015, another user sent 4.6 bitcoins (worth $1,113) 
as a fee to AntPool

• Solution carried out: Bitmain, the parent company, once again returned the fee to the user

• On April 27, 2016, a user sent a 291 bitcoin fee (~ $137,000) that was 
packaged by BitClub Network, a pool in the Netherlands

• Half the fee (146 bitcoins) was later donated to The Bitcoin Foundation

Source: Tim Swanson



Code = law?
Breakdowns on the bitcoin blockchain

• On August 15, 2010, block 74638 contained 184.4 
billion bitcoins
– Solution: Hard fork / soft fork (depends on who you talk to)

• On March 11, 2013, an accidental fork 
occurred and 24 blocks (600 bitcoins) were 
orphaned
– Solution: coordination on IRC via mining pools, 

exchanges, and developers
• Losers: BTC Guild (which mined some of the blocks), OKPay (hit by a 

double-spend)

Source: Tim Swanson



Code = law?
Swanson’s (controversial) conclusion

• Code is not law.

• If it were, we would not be having this 
discussion.


